26Sep2008 – For Users (students, etc.) or System Administrators
Late breaking virus (malware) issues

Examples (using McAfee naming scheme; other anti-virus companies may name these slightly different)
--New Win32 virus variant (changes, mutates)

--generic!atr Trojan

The so-called 'New Win32' virus is a generic name given to a malware variant that hasn't been named yet as it is changing rapidly, either by adapting (through its programming) or being rewritten somewhat by new virus-making writers. Turn off System Restore.  If you see a warning that you one of these viruses (or other malware), then reboot.  As soon as the PC boot (startup) process begins, hit the F8 key on the top line of the keyboard (over and over until you get a menu with choices).   You'll need to turn off System Restore and be in Safe Mode to try and remove these viruses.  

1.  Turn off system restore* in XP.  *See next page.

2.  Reboot the PC and quickly keep pressing F8 for the boot option menu. Then choose 'Safe mode with Networking' from the available options.

3. You can try to run your own anti-virus software if it’s up-to-date and actually working, or

4.  Once booted go online to the Internet and run this scanner:

http://housecall.trendmicro.com/

There are also other anti-virus companies that have on-line scanners, but only use legitimate and known companies (Trend Micro, Symantec, McAfee, Sophos, etc.)

5.  When and if you’re prompted as to which drives on the PC (including USB thumb drives or external hard disk drives) to scan, make sure you select all of drives.  If you’re on dial-up Internet service or a slow DSL (phone company) connection, this online scan will take a very long time and may time-out and disconnect, especially on a dial-up modem.  If you are connected to the Internet by a cable system provider, it may run for an hour or more.

6.  Reboot the pc and turn on system restore in XP.

These steps can also be used to remove other viruses, Trojans, worms, and other malware.

Other questions:

A.  Do you have an anti-virus program running and active on your pc?

B.  Is it up-to-date with latest signature or dat files?  Generally these come out every single day.

C.  If you subscribed for one year for anti-virus updates with someone like TrendMicro, McAfee, Norton/Symantec, …, has your subscription expired?

D.  If you bought a computer and it had a free 30 or 90-day anti-virus application subscription, has it stopped updating or working?
Windows XP

Disabling the System Restore Utility (Windows XP Users)

1.  Right click the My Computer icon on the Desktop and click on 
     Properties. 

2.  Click on the System Restore tab. 

3.  Put a check mark next to 'Turn off System Restore on All Drives'. 


1. Click the 'OK' button. 

2. You will be prompted to restart the computer. Click Yes.

Note: To re-enable the System Restore utility, follow steps one to five and on step three remove the check mark next to 'Turn off System Restore on All Drives'.
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